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1. Introduction

To share information between two or more users, both public key and authentication are
employed to maintain secrecy and privacy. In order to have more reliability to share
information between two or more users , the complexity of decoding procedure of
general cipher text for any intruder need to be nondeterministic. Factorization of any
integer into prime factors is in general not identified even now whether it is polynomial or
not, because there is no efficient polynomial time algorithm available to find
factorization of randomly assigned integer. We use this fact and employ a scheme to use
matrix transformation as public and private keys and also for authentication. In the
following sections, we give our scheme and implementation of procedure in various

situations.
Section 1:

In this section, we give our procedure to share information between users and

administrator using matrix transformation in two subsections.
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Throughout, we use M; to denote either m X n or n X n matrix, K;, G; and C; to denote
n x 1 column vectors for i = 1,2,...,n. Here, the matrices M; and K, have elements, which

are large relatively primes/prime integers for i = 1,2,...,n.

1.1. Generation of public keys between ADMIN and other users

In this subsection, we give the procedure to generate public keys to share the
information between ADMIN and other users P, for i = 1,2,...,n. Let M, and K, be the
primary and secondary keys used by the users P; for i = 1,2,...,n respectively.
Let M; K; = C; be the cipher text sent by i user P; to the administrator ADMIN. Let G,,
G,,...,G, be n ADMIN Kkeys, which are used to authenticate the users to share information.
Let the cipher texts C; = (¢, ’, ¢," ,..., ¢, )", which is public key between P, and ADMIN
fori=1,2,...,n.
Let G = (g, g s g, ) fori=12,...n.
LetG*= (¢,'ghc'g's.c,' g ) fori=1,2,...,n.
Let C* = (¢, ' QL &' ,..., ¢c,' 1) for i = 1,2,...,n, where (' are some arbitrary
constants and let ¥, (' = (f for i = 1,2,..., n. In fact, the (f' are chosen in such a way that 3,
O = (0 which is not an eigen value of CX( G*)", which isa n x n matrix, for i =
1,2,...iii,n.
Let D, ;* = C*( G*)" be the ADMIN authentication to the user P, for i= 1.2,..., n. It can be
easily verified D, * is n x n matrix and with the property that any I column of it has
GCD (c/'g") and any m™ row of it has GCD (c,'g,") forl, mandi= 1,2, ...,n.
Now each of the users P, can get the details of G, and ({ and hence he can compute B* = (
D; ,* - ({1,), where I, is unit matrix. But for any other intruders, getting G; and ({ is not
easy as it involves factorization of all elements of C* and G, which is not so easy in
general and hence the authentication issued by ADMIN could be easily extracted by P,

well before than intruder gets information and also keys can be randomized.

1.2 Symmetric and hybrid symmetric schemes to share messages

between ADMIN and other users
Let ADMIN next send the message A; (m x n matrix with m need not be n) to P,

encoding it as D, ,* as follows for i= 1,2, ..., n.:

Let A, B* =D, ,* fori= 1.2, ..., n (The message sent by ADMIN to P; ). Here, B/* is
generated such that (is not eigen value of D; * and hence B* is non-singular, which is
known to both P, and ADMIN for i = 1,2, ..., n. With this, P, gets A; by computing D, ,*
(B*)!' ,fori=12, ..., n Thus, the messages A, sent by ADMIN are received by P, for
i= 1,2,..., n respectively. As the above procedure uses the public single key for encryption
and decryption of messages shared between ADMIN and users by P; for i= 1,2,..., n the
above procedure implemented is symmetric.

Next, we give a procedure to implement a hybrid symmetric procedure to pass

information between ADMIN and other users.
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Now let us assume the user P, sends a request R; = F(B*) PK; where PKis a private key
and F,(B*) is a polynomial function on B;* generated by P, whose degree will be at the
most n-1.

In turn, let ADMIN sends a secret message S,pyn; (M X n matrix with m need not be n)
encrypting as Sypymv:® = Sapwmvi (Bi*)"' R. Now the user P; gets S,pyn; by computing
Sapvm:t ((B)'Fy(B*) PK))". Here, ADMIN has no idea of individual private keys PK; and
F.(B*) of P,. But ADMIN has a clue of product of these keys.

Similarly, ADMIN can send a request R,pyin; = Fapuiy, ((BiY) AK; to P; where AK; is a
private key and F,p\y (B;¥) is a polynomial function on B* generated by ADMIN, whose
degree will be at the most n-1.

In turn, let P; send a secret message S, ,pyy (M X n  matrix with m need not be n)
encrypting as S; xpyvi = (Bi*)™ Rupymw Now the ADMIN  gets S pymv; by computing the
following expression, S,pym*((B*) 'Fapymi(Bi)AK) " . Here, similarly P; has no idea of
individual private keys AK; and F,py (B;*) of ADMIN, but has details of product of
these keys.

Thus, the above procedure of sharing of information can be treated as hybrid symmetric
scheme between ADMIN and the users P, for i= 1,2, ..., n. The above procedure adds
additional difficulties to any intruder to get information and hence the above sharing is

better than the symmetric scheme.

Section 2:

In this section, we give an asymmetric procedure to share the information
between ADMIN and the users P,. In this procedure first P, sends a request R; ,pyn tO
ADMIN as a cipher text using public keys B, PK*( transformed n x n matrix of a
private key PK; which is also a n x n matrix) with some additional private key F,(B;*) key.
Then ADMIN using that cipher text sends a secret message S,pypy, - After that P, decrypts
the message sent by ADMIN using his private keys PK; and F,(B;*). As the private key of P,

is not known to ADMIN the following method of sharing is asymmetric.

Now, let us see the steps involved in sharing of information through which P; gets
messages from ADMIN.

Step 1: First P, needs to share the transformed key PK* using one of the procedures given
in Section 1.2 using B;* with ADMIN.

Step 2: Next P, sends a request (PK*)" PK; F,(B¥) PK; (PK;*)" = R, ;pyy* (derived public
key) to ADMIN, where PK; is a private key and F,(B*) is a polynomial function on B/*
generated by P,.

Step 3: Let S,pyv: ((PKY) Riapvin® (PK¥)) = Supuin,* be the encrypted message of secret

message S,pyvv; (M X n matrix with m need not be n) sent by ADMIN to P,.
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Clearly, Sypyin = Sapmmv: PK; Fi(B*) PK; As P; has information about F,(B*) and PK; P,
computes Sypum ( PK; F(B*) PK; )" and obtains the secret message S,pyy,; sent by
ADMIN. Thus, P; decrypts the message sent by ADMIN using his private keys PK; and
F,(B).

Now we give the reverse procedure that ADMIN gets message with the similar steps from
P,
Here, ADMIN wuses a private keys PK,,\; and Faoummi(B¥)  and public
PK,pvin* (transformed key of PK, iy @ 1 X 0 matrix ) gets messages from P,.

Step 1: Here also, first ADMIN needs to share the transformed key PK,p\y;* using one
of the procedures given in Section 1.2 (using B*) with P,.

Step 2: Secondly, ADMIN makes a request (PK,pym:®) ™" PKapum Fapmmi(Bi*) PKapw
(PKapvm:*)™" = Rapumn;* (derived public key) to P, where PK,py; is a private key and
Fpmmv(Bi¥) is a polynomial function on B;* generated by ADMIN.

Step 3: Let S, apyv  (PKapymn™) Rapvns® (PKapuin®)) = Siapmy™ be the encrypted
message of secret message S, ,pyy (M X n matrix with m need not be n) sent by P; to
ADMIN.

Clearly, S; sppiv™ = Siapmy PKapvivi Fapmmi(Bi*) PKypuiy;. As ADMIN  has information
about Fypyni(B) and PK,pyiy;, ADMIN computes S xpyun™( PKypyini Fapmi(Bi*)
PK,pyviv) ' and obtains the secret message S; spyy sent by P,. Thus, ADMIN decrypts the
message sent sent by P, using his private keys PK,pyn; and  Fypyni(Bi*). Thus, this

sharing of information between ADMIN and P, for i= 1,2,..,n is asymmetric.

Section 3:

In this section, we give a procedure to share the information between ADMIN

and Other multiple users by Sending sequence of messages one embedding on the

previous messages as follows.

Let PR, (i) = §-=1 A]l:.(That is the product of the message matrices A'}, A, ..., A’
which are already sent by ADMIN to P)) fori=1,2, ...,n.

If ADMIN wishes to send a new message A’ to P,, then he can combine it with PR(i)
and compute PR,,(i) and send it using any one of the procedures such as symmetric or
hybrid symmetric or asymmetric discussed in section 1 and 2. Now, as P; encrypts the
message Pry,,(i) and obtains that new message A',,; sent by ADMIN.

Thus, the messages between ADMIN and P, are shared, for i = 1,2, ..., n.

Remark:
1. If some of the Matrix messages M are singular, they can be converted to non singular
using the fact that (M- O{pyn pg L) is non singular for some common value of Of

p defined in terms of the components of keys G; and C; , which are public to
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ADMIN and P, After decryption, they can be converted to original matrices as

Qo py is known to either side.

2. PR; (i) can also be defined as Z§'=1 A]l and embedded messages can be sent and
retrieved similarly.

3. The admin messages A; can be m X n matrix form fori=1,2, ..., n.

4. All keys are used with elements relatively prime element to use general terminology
of coding theory for high security.

5. The messages sent by P, to ADMIN at any instant can be embedded with the messages
sent in the all previous instants to have very high security of message sharing.
Information between users P; and P; are passed through ADMIN in general.

If P, and P; want to share information between them, then they can make request to
get common authentication A;; to share information and share secret information S;;
among them using the procedures given such as symmetric or hybrid symmetric or

asymmetric discussed in section 1 and 2.

Conclusion:
In this paper, sharing of information Between ADMIN and multiple users are
implemented in symmetric, hybrid symmetric and asymmetric procedures. Besides, the

embedding of messages and sharing messages are also given among to maintain very good

security.
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