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1. Introduction
In practice, to share information between two or more users with expected privacy
and security becomes an inevitable in information system. Here, the privacy and security
force the system to make the procedure, in general to the intruders, with non-
deterministic time complexity to decode the information shared among the users. In
general, such crypto models either directly or indirectly use the property of prime
numbers. Many schemes have been derived out of which, very few are practically used. In
this paper, instead of using two prime numbers as used in the general practice, we
proposed a methodology to use a transformation (using matrix with relatively prime
numbers) to achieve good security in sharing of information. Some crypto system models
are contributed by some researchers using special matrix transformations such as
lower/upper triangular matrices [1] and Hilbert matrices [2] and [3]. In the proposed
matrix transformation, we use multiple keys, which are either square matrices or vectors
(column and row) with all their elements as relatively prime numbers. This methodology
can also be further extended to share information between a group of multiple users.
In this paper, we give our schemes in three phases to implement our procedure in
three different sections. In the first following section, we give a transformation of
messages from person Alice and Bob. In second section, we give two procedures such that

one is symmetric and another is hybrid symmetric. In the third section an asymmetric
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procedure is given. In the fourth section for secured transformation using sequences of
embedded messages two methodologies are given. In the last section concluding remark is

given.

Section 1
Scheme to share information between the Alice(P,) and Bob(P,):

In this section, we give a symmetric scheme in two phases to explain the sharing
of information between two users. We also use only square matrices and row or column
vectors in the proposed scheme for the keys. In addition, two primary keys (square
matrices) and a secondary key (column vector) are allowed for each user with their

elements, which are relatively prime in their nature.

Section 1.1

In this section, we present our scheme to pass information between two users
namely Alice(P,) and Bob(P,) and to collect information by the Alice from Bob. First we
assume Alice sends a message M, N,K,= Al=(aa,,...,a,)", where K,=(1,,1,,...,1,)" to Bob
using two keys M, and N, are nxn square matrices(two primary keys of Alice) and
K,(secondary key of Alice) and A, (public to Alice and Bob) are n-dimensional column
vectors with the elements of M, N, and K, are relatively primes.

Let M, and N, be two primary keys, which are nxn square matrices and K, _ (m,,
m,,...,m,)" be secondary key of Bob with the similar nature of keys of Alice. Here, in turn,
let us assume Bob sends message in two steps to Alice.

In the first step, let us assume that Bob computes K,*=(a,m,a,m,,...,a,m,)",
A *=(a,8,,2,85...,3,8,)" and sends message B,*=A* (K,*)" to Alice, where s,, s,,...,s, are
some dummy values used by Bob in the computation of A*. Clearly, both Alice and Bob
know the information about A, and B,*. From the above, it is clear that B,* is nxn square
matrix with the property that each of its i column vector has GCD ‘am; and each of its
i™ row has GCD ‘a8 for i=1,2,...,n. Thus, Alice gets information about the key K, used by
Bob, because Alice knows the information of ‘a;m;’ and ‘a;.

In step 2, First Bob transforms M, to M,* using some suitable transformation and sends
M,* (Bl*-)\AB I,) = C, to Alice for some suitable value of }\AB known to both Alice and Bob,
where I, (identity nxn matrix) square matrix. The }\AB value can be chosen as a
combination of a, s; and m; for i=1,2,...,n, so that both Alice and Bob know about
common value of }\AB fixed by them. It also must be noted that the value of }\AB should
not be eigen value of B,*. Also, Alice and Bob know the information about B,* and C,.
From this, it is clear that Alice gets  M,* (one of the primary keys of Bob) by computing
C,(B,-A1,)" from the message sent by Bob, as C,* = (B, -A,, I,) is invertible.
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Thus, Alice gets information about the secondary key K, , M,* (transformed key of M,)
sent by Bob but not the individual details of the keys M, and N,,.

Section 1.2
In this section, we give below the steps involved to share the key K, sent by Alice
to Bob, which is similar to the steps given in 1.1.
Step-1: Bob sends M, N,K,=B, to Alice, where B, = (byb,....b)"
K, = (m;,m,,...,m,)"(secondary key vector of Bob) and M, and N, are two primary keys
of Bob with all its elements relatively prime to each other).
Step-2: In the first step, let us assume that Alice generates K,*=(b,1,,b,l,....b,1)%,
B,*=(b,t,,b,t,,....b,t,)" and sends message A,* = B,*(K,*)" to Bob. From the above, it is
clear that A* is a nxn square matrix (Singular Matrix) with the property that each of its i
column vector has GCD ‘b; I for I = 1,2,...,n. From this Bob gets the key K, (the
secondary key of Alice).
Step-3: Let M,* be a transformed matrix of M, computed by Alice. Next Alice sends M*
(Aﬁ-)\AB*In) = C, to Bob for some common value }\AB* known to both Alice and Bob. Here,
}\AB* value can be chosen as a combination of b, |, t; and m, for i=1,2,...,n, so that both
Alice and Bob know about common value of 7\AB fixed by them. It also must be noted that
the value of }\AB should not be eigen value of A*. Also, Alice and Bob know the
information about A* and C,. Now Bob computes C,(A,*- }\“,,*‘In)'1 = M,*, because Bob
knows about Cy*= Al*-}\AB*I

and M *(transformed one of two primary keys of Alice).

which is invertible. Thus, Bob obtains the secondary key K,

n>

Remark 1

1. Both Alice and Bob share their instant one of their primary keys (here M, and
M,) and their secondary keys (here K, and K,).

2. Using which, they generate C,* and Cg*, which are known to both and hence
they are public keys.

3. As C,*and Cy*are non-singular, they can generate a new invertible public key
C,p*common to both such that CA* Cy*= C,z* and use this new public key for
passing messages between them. Also, if they ignore all previous keys used, in
subsequent sharing of information, then that procedure is symmetric and also has
some multiple securities.

4. Besides, if Alice and Bob use their remaining primary keys, which are not shared
(here, N, and N,) for decryption and the public keys M*, M,* and C,;* to

encrypt the messages, then that procedure is an asymmetric.
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Section 2

In this section, we give three procedures to share/pass further messages between
Alice and Bob. In the first sub section, we give one symmetric procedure to use a single
public derived key for both encryption and decryption of messages and another hybrid
symmetric procedure, which provide multiple securities of message transformation. In the
second sub section, we give third procedure, which is asymmetric to use both public and

individual private keys to share messages between them.

Section 2.1
In this sub-section let us see the steps through which Bob gets message from Alice using
single public key C,z*for both encryption and decryption of messages and hence it

symmetric.

Now we give below the steps through which Alice passes messages to Bob.

Step-1: Alice sends M; C,;* = Q, as a i™ message to Bob, where M, is a new message sent
by Alice encoding it as Q,.

Step-2: As Bob has information about C,* Bob first computes Q, (C,5*)"" and obtains the
new message M, sent by Alice.

Thus, Bob gets i message M, sent by Alice for i = 1,2,....

As C,p* is known to Bob, Bob also can use the same methodology to send new message N;
to Alice.

Thus, this symmetric method is used to share messages between Alice and Bob.

Section 2.2

In this sub-section, we give hybrid symmetric procedure, which provides some
additional security to pass message between Alice and Bob.
Step-1: First Alice sends P,F,(C,z*) = A* (derived public key) to Bob, where P, is a
private key of Alice and F,(C,;*) is a polynomial function on C,;* computed by Alice.
Step-2: Let S;A*(Cyp*)™" = Sp* be the encoded message of S, which sent by Bob to Alice.
Clearly, Sg* = Sp(P, Fo(Cag)(Cypp®)™"). As Alice has information about C,;* P, and
Fy(Cyp*), she computes S;*(P,F,(C,3*)(Cyp*) ") and obtains the new message S; sent by
Bob.
Thus, Alice gets message Sy sent by Bob with some additional security with the hybrid
symmetric procedure, Here, even though C,* is public key, Bob encodes his new message
Sy first using the product of A* (C,;*)" and send it to Alice. Here, the private keys P, and
F,(C,5*) are known to Alice alone, but the product of them is known to be public for
Alice and Bob.
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Similarly, Bob can use a private keys P and her own polynomial function Fy(C,z*) on
C,p* to get a derived public key PyF;(C,;*) = B* and can get new messages from Alice.
Thus, this hybrid symmetric/asymmetric method is used to share messages between Alice

and Bob with multiple securities.

Section 3

In this section, let us see the steps through which Alice gets message from Bob.
Here, first Alice sends a cipher text using public keys C,;*, M, and her private key N,
with some additional private F,(C,z*) key to Bob. Then Bob using that cipher text and
public keys M, and C,;*, encrypts a message and sends to Alice. Now, Alice using her
private key N, and public key C,;*, decrypts the message. Thus, the following method is

sharing is asymmetric.

Now, we give below the steps through which Alice gets messages from Bob.

Step-1: First Alice sends M,N,F,(C,;*)N,M,= A* (derived public key) to Alice, where N,
is a private key of Alice and F,(C,z*) is a polynomial function on C,z* computed by
Alice.

Step-2: Let S;(M,)"'A*(M,)" = S,* be the encrypted message of secret message S, sent by
Bob to Alice.

Clearly, S;* = §N,F(C,z*)N; As Alice has information about F(C,z*) and N, first she
computes S;*(N,F,(C,*)N,)" and obtains the secret message S, sent by Bob.

Thus, Alice gets message from Bob.

Following are the steps that how Bob gets messages from Alice using her private key N,
, public keys C,*, M, and his own polynomial function Fy(C,z*).

Step-1: Let M,N,F;(C,;*)N,M,= B* (derived public key) send by Bob to Alice, where N,
is a private key of Bob and Fy(C,3*) is a polynomial function on C,;* computed by Bob as
an additional key for security.

Step-2: Let S,(M,)'B*(M,)" = S,* be the encrypted message of secret message S, sent by
Bob to Alice.

Clearly, S,* = S,N,F5(C,*)N, As Alice has information about F5(C,z*) and N, first she
computes S,*(N,F5(C,3*)N,)" and obtains the secret message S, sent by Alice.

Thus, Bob gets message S, from Bob.

Thus, this asymmetric method is used to share messages between Alice and Bob.

Section 4
In this section, we shall see the steps to pass sequence of messages from Bob to

Alice using the primary and secondary keys of them.
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First in the following subsection let us see that how messages are embedded as sum of the
messages in a sequence. Further we see the methodology that how they are encoded and

decoded to retrieve new information.

Section 4.1

In this section, a sequence of information already passed are summed up to form an

embedded message from Bob to Alice in the following steps using single public key.

Let PR(i) be defined as Z;’:l M] (sum of all of all previous M, , M, , .... M, messages

), the embedded message that can be sent and retrieved similarly.

Step-1: Let PR(i)(SCF) = Q* be an encoded message sent by Alice to Bob at i instant,
where SCF is one of the scheme functions already used in the previous sections to encrypt
the message to be sent from Alice to Bob.

Step-2: Now Bob decodes PR(i) using the given corresponding scheme function to
decrypt the message used in the previous sections.

Step-3: Let M,,, be a new message to be passed from Alice to Bob

Let PR(i+1)(SCF) = Q,.* be new encoded message sent by Alice to Bob. Now Bob can
decode PR(i+1) and using PR(i), she computes M,,, .

Thus, Alice and Bob share the information using a methodology of embedding of

messages.

Remark 2

1. In this above section, we have given a procedure to embed the messages and

share them between the users. In that, if we define PR(i) = H;’:l M ] .(That is
the product of the matrices M;, M;, ..., M, ) and use the similar steps given in
section 4.1 to messages between the users then also we get appreciable security.

2. If some of the Matrix messages M, are singular, they can be converted to non
singular using the fact that (M, - }\ABIH) is non singular for some common value of
}\AB defined in terms of the keys K, K,, A;* and B,*. After passing them, they
can be converted to original matrices afterwards as }\AB is known.
All secret messages may be either nxn or mxn matrices.
Using the above procedure no intruder can easily tap the messages and hence this
methodology provides high security of information, which is to be shared
between Alice and Bob..

5. The above Sharing of Primary keys, secondary keys and messages between two

persons can be extended similarly among n-users where n>=3 by posting all
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primary keys K, K,, K;, ..., K, as column vectors of some primary square matrix

nxn.

Conclusion:

In this paper, passing of information between two users are carried out with two primary

(nxn matrices with relatively prime elements) and secondary keys(with relatively prime

column and row vectors) using one symmetric, one hybrid symmetric and one asymmetric

procedures. Besides, procedures to pass (a) sequence of messages and (b) a sequence of

embedded messages and to retrieve original messages are given to maintain high security

and privacy.
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